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| am fairly certain you need experience robbing
casinos in order to become an astronaut
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Datenleck Marz 2025
uber 1 Mio Nutzer betroffen

entgangene Einnahmen
~250.000€ pro Tag je Casino
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"Man hat sich einen Dreck um die Sicherheit
der Daten der Spieler geschert"

e
. . .
i
Die "Krawall-Influencerin" (Selbstbezeichung) Lilith Wittmann hat wieder einmal gravierende
Sicherheitsliicken aufgedeckt. (Bild: privat)

19.03.2025,21:01 Uhr Lesezeit: 11 Min.

Bildquelle: heise.de



Datenleck Dez 2024

ca. 460.000 E-Auto-Fahrer
betroffen

pot. 13 Mrd. € Schaden
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CROWDSTRIKE SV
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‘AN UPDATE ON FRIDAY | MAKE SURE IT WORKS, RIGHT?
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THE SOURCE OF (ABSOLUTE) TRUTH!
example: CrowdStrike

on MSN Global tech outage impacting businesses
across the country

Microsoft crashjsparks chaos n ;

at Bangkok airport

arting pointfof a global tech outage
M DANKS 10 NEWSIooMs

. Claim: A Microsoft bug

. Claim: A NULL-ptr dereference
... (re) tweeted over 25K times! Q
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Ll Fact: OOB read in CS's driver

When recerved by the sensor and ioaded into the Content interpreter,
problemasc content in Channel File 291 resulted in an

ot bounds memory confirmed
read tnggorg an excepton T wnexpecied excepton coud nat bo graceluly
handled, resultng in & Windows operasng system crash (BSOD)

CrowdStrike & Microsoft
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Sagent.sys driver
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] Software-Ausfall Mai 2017
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MalwareTech &

Arrested!
by FBI

Bildquelle: thehackernews.com

aHttpWww_iuqerf db 'http://wuww.iuqerfsodp9ifjaposdfjhgosurijfaewrwerguwea.con’,®
; DATA XREF: WinMain(x,x,x,x)+ATo

align 16h

dword_431418 dd 1 ; DATA XREF:

= start+6FTr
align 8
; struct _RTL_CRITICAL_SECTION CriticalSection
CriticalSection _RTL_CRITICAL_SECTION <8> ; DATA XREF: sub_467628:loc_ 46765070
; sub_u487668:1oc_467672To
; struct _SERUVICE_STATUS ServiceStatus
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1 Software-Fehler in Sep & Okt 2005

] zw. 250.000 und 500.000 MMORPG-
Spieler weltweit betroffen

| Sehadenshéhe- @ !
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Within Zul'Gurub

Source (Hakkar)
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Non-player characters Uninvolved characters

————————— Intended spread through proximity

Intended spread through direct action
- I nintended spread through proximity
sty | nintended spread through direct action
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Fazit

¥ Secure Coding Principles
Y Code Reviews

Y Negative Testing = T[H]E S@@@@E
it BE WITH YOU

© RedBubble
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